
Introduction to System Safety Engineering and Management 

Overview of the March 2019 edition

------------------------------------------------------ Day 1 ---------------------------------------------------------

Session 1: Introduction to System Safety

This first session introduces the terms “System Safety” and “System Safety Engineering” and details the 
motivation to pursue “System Safety”. 

Session 2: Case Study: Piper Alpha

In this exercise, the Piper Alpha oil rig disaster is used to practice “Hazard Identification”, “Risk 
Assessment”, “Role of Management”, and “Importance of Procedures and Training”. 

Session 3: Safety Concepts

This section introduces the terminology used throughout the course to ensure a consistent common language 
is established. The terminology includes, but is not limited to: “Safety”, “System Context”, “Accidents”, 
“Hazards”, “Fault”, “Failure”, “Risk”, “Severity”, etc. The introduced definitions are influenced by different 
standards, such as Def Stan 00-056, MIL-STD 882, BS 4778 and IEC 61508.

Session 4: Safety Lifecycle

During this session, the focus of attention is the “Safety Lifecycle”. Next to explaining its typical major 
elements and different models presented in “Safety Standards”, the session also shows how it interacts with 
the general “System Lifecycle”. The session concludes by introducing the “Safety Management System”, 
explaining its aims and how it ties to the “Safety Lifecycle”. 

Session 5: Hazard Identification

This session explains the do’s and don’ts of “Hazard Identification”. Next to explaining the purpose and 
importance of “Hazard Identification”, this section also shows how “Hazard Identification” is a process that 
must be repeated for different steps in the “System Lifecycle”. For each identified step, the section discusses 
several “Hazard” identification techniques, ranging from a simple checklist to more elaborate techniques 
such as “HAZOP”. The session concludes by stressing the importance of a decent “Hazard Tracking 
System”. 
The course material for this session also includes a “Hazard Identification Checklist” which can be used 
during “Preliminary Hazard Analysis” and “Design Reviews”. While in no way complete, it is intended to be 
thought provoking by identifying possible effects and causes for several “Hazards”, such as toxic material, 
pressure, electronics and human factors. 

Session 6: Case Study: Automated Guided Vehicle HI

This session is a “Hazard Identification” exercise based on Automatic Guided Vehicles (AGV).  A 
background description is provided, describing the function of the AGVs, after which the attendees have to 
identify as many “Hazards” presented by the system as possible. 



------------------------------------------------------ Day 2 ---------------------------------------------------------

Session 7: Modelling Event Sequences

This session deals with the importance of and provides techniques for “Modelling Event Sequences”. After 
discussing how “Modelling Event Sequences” help both during “Hazard Analysis” and after an “Accident”, 
this section presents several practical graphical methods: “Timelines”, “Why-Because Graphs” and “Event 
Tree Analysis”. Each method is supported by an example, to help the attendees grasp their concepts. 
The course material for this session includes an excerpt from “The Public Enquiry into the Piper Alpha 
Disaster” which gives a real world example of a “Timeline” and a “Why-Because Graph”. 

Session 8: Case Study: Chemical Containment ETA

This session presents an exercise on “Event Trees”. The attendees are provided with a background story on 
chemical containment of a toxic product. Using some preliminary information, the attendees have to 
construct the “Event Tree” of the given situation. Next, additional information is revealed to the attendees, 
who then have to adapt their “Event Tree” to incorporate the new information. 

Session 9: Risk Assessment

During this session, the “Risk Assessment” process is discussed. Before diving into some general approaches 
to “Risk Assessment”, the session revises the concepts of “Risk”: “Risk” measurement, “Severity”, 
“Probability”, “Targets” and “Acceptable Risk”. The session concludes by taking a look at where “Risk 
Assessment” takes place in the “Safety Lifecycle”.

Session 10: Risk Reduction

After explaining some “Risk Reduction Techniques” and the “Risk Reduction Hierarchy”, this session 
focuses on the ALARP (As Low As Reasonably Possible) process which is often mentioned in “Safety 
Standards”. 
The course material includes Annexes F and G of the MAA RA 1210 issue 3, which provides more 
information on the “ALARP” process and the “Cost Benefit Analysis”.

Session 11: Case Study: A/c Nose Gear Failures ALARP

Using background information about the nose gear failure of a jet aircraft, this session presents an exercise 
on “Risk Assessment”, “Risk Reduction” and the “ALARP process”. 

Session 12: Systematic Failure

This session discusses what constitute a “Systematic Failure” and presents several strategies to cope with 
them or to design them out of the system, such as redundancy and diversity. 



------------------------------------------------------ Day 3 ---------------------------------------------------------

Session 13: Functional Hazard Analysis

This session introduces the concept of “Functional Hazard Analysis” and discusses how “Safety Analysis” 
can drive the design of the system. After analyzing “Safety Requirements” in more detail, the “Functional 
Failure Analysis” (FFA) and “Hazard and Operability” (HAZOP) studies are presented as techniques to 
perform the “Functional Hazard Analysis”. Both the theory behind the techniques and their pros and cons are 
discussed.  

Session 14: Case Study: A/c Ground Deceleration FHA

Using background information on an Aircraft ground deceleration function case study, this session allows the 
attendees to practice the FFA technique discussed in the previous session. 

Session 15: Safety Integrity Levels

This session focuses on “Safety Integrity Levels” (SIL). First, the need for such SIL is discussed and what 
they represent. Then different SIL allocation processes from different standards, e.g. ARP 4754a, ISO 26262 
and IEC 61508, are explained. The session concludes by showing the impact of the allocated SIL on the 
system development process. 

Session 16: Human Factors in Safety

This session serves as an introduction to “Human Factors” in “Safety”. First, the importance of “Human 
Factors” in “Safety” is shown, by discussing several serious “Accidents” caused by a “Human Factor”. Then 
several “Human Error” types are discussed and the session ends by presenting the “Task Analysis” process to 
identify human tasks which can cause “Human Error” to occur.

Session 17: Case Study: Task Analysis & Human Error ID

This exercise allows the attendees to practice the “Task Analysis” process discussed in the previous session, 
based on a provided case study in a railway setting. 



------------------------------------------------------ Day 4 ---------------------------------------------------------

Session 18: Overview of Causal Analysis Methods

This session starts by giving an overview of the concepts on which “Analysis Methods” are based. Then the 
session continues by discussing two of the most used “Analysis Methods”, i.e. “FMEA” and “FTA”. Both 
methods are presented in detail, showing the do’s and don’ts, and are used on examples to further explain 
their internal working.

Session 19: Quantitative Methods in Safety

This session provides a brief overview of “Quantitative Methods” in “Safety”. First, their need and usage are 
explained. By using a ‘fuel leak on aircraft’ example, some points of skepticism about “Quantitative 
Methods” are raised. The session concludes by discussing “Operational Risk Management”. 

Session 20: Case Study: Airport Power Supply

Using the power supply for an airport as case study, this exercise trains the attendees in “Quantitative 
Methods” in “Safety” and clearly shows the pros and cons of such methods.

Session 21: Common Cause Analysis

This session focuses on two techniques for “Common Cause Analysis” to reveal “Common Cause Failures”. 
First, the session gives an overview of examples of “Common Causes” that often lead to “Failures”. Then 
two “Common Cause Analysis” techniques are discussed. The first technique is “Zonal Hazard Analysis” 
(ZHA) which looks at physical proximity issues of the considered system. The second technique called 
“Particular Risk Analysis” (PRA) considers known technology-dependent and circumstance-dependent 
issues. 

Session 22: Safety Cases

This session discusses how to a create clear and effective “Safety Case”. After presenting the concept of the 
“Safety Case” and defining several needed terms, such as “Safety Argument” and “Supporting Evidence”, 
more details are provided on the necessary items of a “Safety Case”. Next, attention switches to “Safety 
Arguments” and how “Goal Structured Notation” (GSN) provides a graphical way to express clear and 
concise “Safety Arguments”. Then, an overview different types of “Safety Evidence” is presented, followed 
by an overview of different types of “Safety Arguments” that can be used to build the “Safety Case”. The 
session concludes by discussing the “Operational Safety Case”. 

Session 23: Private Study: RVSM Safety Case Review 

This session uses an air traffic control case study to make the attendees more familiar with the “Safety Case” 
and the GSN of “Safety Arguments”. 



------------------------------------------------------ Day 5 ---------------------------------------------------------

Session 24: Safety Critical Software

This session focuses on the importance of “Software” in “Safety”. First, several prominent “Accidents” are 
presented in which “Software” played a major role. Then, this session present “4+1 Software Safety 
Principles” to help keep the ‘big picture’ and help make “Software” safer. These “Software Safety 
Principles” are also reflected in DefStan 00-055. The session concludes with a few remarks on “Data 
Safety”.

Session 25: Organisational and Operational Safety

This session starts with a focus on “Organisation in Safety”. Using an aircraft example, the importance of the 
“Orginasation” in “Safety” is demonstrated. Next, three “Organisational Defences” are discussed: “Safety 
Management System”, “Safety Culture” and “Competency”. The remainder of the session focuses on 
“Operational Safety”. Using the ‘Air Alaska Flight 261’ case study, several problems for “Operational 
Safety” are examined. Then, several “Operational Safety Activities” are presented which help to further 
mitigate “Operational Risks” and thus increase “Operational Safety”. 
The course material contains an overview of several challenges of “Operational Safety”. 

Session 26: Case Study: Challenger Pre-Launch Telecon

This final session uses the fatal Challenger flight of January 28, 1986 as a case study to provide attendees 
more insight in “Organisational and Operational Safety”. 


